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Founder / Consultant at Sourcemeta
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2020-12 &

JSON Schema 2020-12 is a JSON media type for defining the structure of JSON data. JSON Schema is intended to define
validation, documentation, hyperlink navigation, and interaction control of JSON data.

Specification

https://json-schema.org/draft/2020-12/json-schema-core.html [

10

© h + ©

Get the JSON Schema CLI @ RS EIe Reltia 1]

(#) Edit this page on GitHub

O'REILLY

Unifying Business,
Data, and Code

Designing Data Products with JSON Schema

Ron Itelman &
Juan Cruz Viotti
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APl Specifications

Human/Machine readable descriptions of APIs

* Single source of truth
o Standardised documentation
 Code generation

* Improved testing / validation

* |ncreased discoverability
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Aware but don't use it

- Use it

Use it and love it

Source: Postman 2023 State of APl Report




APl Specifications

Human/Machine readable descriptions of APIs

* Single source of truth

» Standardised documentation
 Code generation

* Improved testing / validation

* |ncreased discoverability

Game Changing!

Protobuf

| |
909% 100%

. Never heard of it

Aware but don't use it

Source: Postman 2023 State of APl Report
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The OpenAPI Journey: Episode

The glamorous life of an API developer

© O v < (s @ editor.swagger.io @ © h + O

@ SwaggerEditor. Fiev Editv Insert v Generate Server v  Generate Client v About v Try our new Editor /
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application/json:
schema:
$ref; '#/components/schemas/Pet"’ m
i Swagger Petstore - OpenAPI 3.0
$ref: '#/components/schemas/Pet’

'400" :
description: Invalid ID supplied
'404" .
description: Pet not found Servers
components:
schemas:
Pet:
required:
- name
- photoUrls pet A\
type: object
properties:
id:
type: integer
format: int64
example: 10
name :
type: string
example: doggie
photoUrls:
type: array
xml:
wrapped: true
items:
type: string
xml :
name: photoUrl
status:
type: string
description: pet status in the store
enum:
- available
- pending
- sold
xml :
name: pet

https://petstore3.swagger.io/api/v3 v

IT

o

/pet/{petId} Findpetby ID v

Schemas



The OpenAPI Journey: Episode

The glamorous life of an API developer

o Js @ editor.swagger.io @ © h + O
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A d eC | a rat IVe @ Swagger Editor. Filev Editv |Insertv Generate Server v Generate Client v  About v Try our new Editor
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application/json:

d efi n it i O n Of my m ai n scgi:?‘z '#/components/schemas/Pet’ S P t t 0 API 3 0 pa—
" - . applicat?on/xml: wa er e s Ore - en ] ‘ED AS 3.
AP I e n d pOI nt I n J u St chi:(ég '#/components/schemas/Pet’ gg p

'400' :

68 Iines Of YAM L '4gi§fription: Invalid ID supplied

description: Pet not found Servers
components:

https://petstore3.swagger.io/api/v3 v

schemas:
. Rets
SR required:
S - name
A - photoUrls pet A
Y type: object

properties:
; id: GET /pet/{petId} Find petbyID vV
i | type: integer
% format: int64
‘ example: 10
N hame:
type: string Schemas
example: doggie
photoUrls:
type: array
xml:
wrapped: true
items:
type: string
xml :
name: photoUrl
status:
type: string

description: pet status in the store
enum:

- available

- pending

- sold

xml :
name: pet



The OpenAPI Journey: Episode 2

The good life of an API developer

© O v < (s @ editor.swagger.io @ © h + O

@ SwaggerEditor. Fiev Editv Insert v Generate Server v  Generate Client v About v Try our new Editor /

supportedby SMARTBEAR
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208 name :

209 type: string

210 xml: m
2 18 Swagger Petstore - OpenAPI 3.0

212 Pet:

213 required:

214 - hame

215 - photoUrls

216 type: object

217 properties: Servers

218 id:

219 type: integer
220 format: int64
221 example: 10
222 name :

223 type: string pet A\
224 example: doggie

225 category:

226 $ref: '#/components/schemas/Category"’ /pet Update an existing pet Vv
227 photoUrls:

228 type: array

229 xmL: POST /pet Add anew pet to the store Vv
230 wrapped: true

231 items:

https://petstore3.swagger.io/api/v3 v

232 type: string 50 /pet/{petId} Find petbyID 2
233 xml:

234 name: photoUrl ,

235 tags: POST /pet/{petId} Updates a petin the store with form data v
236 type: array

237 xml:

;gg itgr:Z?ped: it ‘ /pet/{petld} Deletes apet v
240 $ref: '#/components/schemas/Tag'

241 status:

242 type: string

243 description: pet status in the store Schemas N\
244 enum:

245 - available

246 - pending

247 - sold Category > <

248 xml :
249 nhame: pet
250



The OpenAPI Journey: Episode 2

The good life of an API developer

CRUD operations of
my most important

resource Is just 249
lines of YAML

o v < (s

@ SwaggerEditor. Filev Editv Insert v  Generate Server v

edby SMARTBEAR

1w B [N RSV Ay |

name:
type: string
xml :
name: tag
Pet:
required:
- name
- photoUrls
type: object
properties:
id:
type: integer
format: int64
example: 10
name:
type: string
example: doggie
category:
$ref: '#/components/schemas/Category"’
photoUrls:
type: array
xml:
wrapped: true
items:
type: string
xml :
name: photoUrl
tags:
type: array
xml:
wrapped: true
items:
$ref: '#/components/schemas/Tag'
status:
type: string
description: pet status in the store
enum:
- available
- pending
- sold
xml :
name: pet

@ editor.swagger.io @ © [ﬁ] + O

Generate Client v About v Try our new Editor /

Swagger Petstore - OpenAPI 3.0 €2

Servers

https://petstore3.swagger.io/api/v3 v

pet A
/pet Update an existing pet v
POST /pet Add anew pet to the store v
GET /pet/{petId} Findpetby ID v
POST /pet/{petId} Updates a petin the store with form data v

‘ /pet/{petld} Deletes apet v

Schemas o

Category >



The OpenAPI Journey: Episode 3

The decent life of an APl developer

[EAV )

764
765
766
767
768
769
770
771
772
773
774
775
776
77
778
779
780
781
782
783
784
785
786
787
788
789
790
791
792
793
794
795
796
797
798
799
800
801
802
803
804
805
806

® sw

aggerEditor. File v Editv Insertv Generate Server v

dby SMARTBEAR

@ editor.swagger.io @ © [ﬁ + O

Generate Client v About v Try our new Editor /

Huns . psL
ApiResponse:
type: object
properties:
code:
type: integer
format: int32
type:
type: string
message:
type: string
xml :
name: '##default'
requestBodies:
Pet:
description: Pet object that needs to be added to the store
content:
application/json:
schema:
$ref: '#/components/schemas/Pet’
application/xml:
schema:
$ref: '#/components/schemas/Pet’
UserArray:
description: List of user object
content:
application/json:
schema:
type: array
items:
$ref: '#/components/schemas/User'’

Swagger Petstore - OpenAPI 3.0 €2 ¢

This is a sample Pet Store Server based on the OpenAPI 3.0 specification. You can find out more about Swagger
at hitps://swagger.io. In the third iteration of the pet store, we've switched to the design first approach! You can
now help us improve the APl whether it's by making changes to the definition itself or to the code. That way, with
time, we can improve the API in general, and expose some of the new features in OASS.

If you're looking for the Swagger 2.0/0OAS 2.0 version of Petstore, then click here. Alternatively, you can load via
the Edit > Load Petstore 0AS 2.0 menu option!

Some useful links:

o The Pet Store repository
¢ The source API definition for the Pet Store

Terms of service
Contact the developer
Apache 2.0

Find out more about Swagger

Servers

https://petstore3.swagger.io/api/v3 v

securitySchemes:

petstore_auth:
type: oauth2
flows:

implicit: pet Everything about your Pets Find out more
authorizationUrl: https://petstore3.swagger.io/oauth/authorize
scopes:
write:pets: modify pets in your account /pet Update an existing pet oV

read:pets: read your pets
api_key:
type: apiKey
name: api_key
in: header

/pet Add anew pet to the store



The OpenAPI Journey: Episode 3

The decent life of an APl developer

A sample real-world

declarative definition
of an APl in just 806

lines of YAML

o Js]

@ SwaggerEditor. Fie v Editv Insert v Generate Server v  Generate Client v About v

pported by SMARTBEAR

‘o Hune . pou
764 ApiResponse:

765 type: object

766 properties:

767 code:

768 type: integer

769 format: int32

770 type:

771 type: string

772 message:

773 type: string

774 xml :

775 name: '##default'

776 requestBodies:

777 Pet:

778 description: Pet object that needs to be added to the store
779 content:

780 application/json:

781 schema:

782 $ref: '#/components/schemas/Pet’
783 application/xml:

784 schema:

785 $ref: '#/components/schemas/Pet’
786 UserArray:

787 description: List of user object

788 content:

789 application/json:

790 schema:

791 type: array

792 items:

793 $ref: '#/components/schemas/User'’
794 securitySchemes:

795 petstore_auth:

796 type: oauth2

797 flows:

798 implicit:

799 authorizationUrl: https://petstore3.swagger.io/oauth/authorize
800 scopes:

801 write:pets: modify pets in your account
802 read:pets: read your pets

8463 api_key:

804 type: apiKey

805 name: api_key

806 in: header

@ editor.swagger.io @ © [ﬁ + O

Try our new Editor /

Swagger Petstore - OpenAP] 3.0 €D @&

This is a sample Pet Store Server based on the OpenAPI 3.0 specification. You can find out more about Swagger
at hitps://swagger.io. In the third iteration of the pet store, we've switched to the design first approach! You can
now help us improve the APl whether it's by making changes to the definition itself or to the code. That way, with
time, we can improve the API in general, and expose some of the new features in OASS.

If you're looking for the Swagger 2.0/0OAS 2.0 version of Petstore, then click here. Alternatively, you can load via
the Edit > Load Petstore 0AS 2.0 menu option!

Some useful links:

o The Pet Store repository
o The source API definition for the Pet Store

Terms of service
Contact the developer
Apache 2.0

Find out more about Swagger

Servers

https://petstore3.swagger.io/api/v3 v

pet Everything about your Pets Find out more
/pet Update an existing pet B\

/pet Add anew pet to the store




The OpenAPI Journey: Final Episode

The “unless-there-is-tooling-l-will-switch-careers” AP| developer

56

6 spec3.yaml

[F) spec3

(5] spec3 ) No Selection

= dUULLlUIIdlLFLUPNELLLES.,
type: string
type: object
- enum:

type: string
description: >-
Set of [key-value
pairs](https://stripe.com/docs/api/metadata) that you can
attach to an object. This can be useful for storing
additional information about the object in a structured
format. Individual keys can be unset by posting an empty
value to them. All keys can be unset by posting an empty
value to "metadata’.
url:
description: The URL of the webhook endpoint.
type: string
type: object
required: false
responses:
'200':
content:
application/json:
schema:
$ref: '#/components/schemas/webhook_endpoint'
description: Successful response.
default:
content:
application/json:
schema:
$ref: '#/components/schemas/error’
description: Error response.
summary: Update a webhook endpoint
security:
- basicAuth: []
- bearerAuth: []
servers:
- url: 'https://api.stripe.com/'

Line: 1 Col: 1

-




The OpenAPI Journey: Final Episode

The “unless-there-is-tooling-l-will-switch-careers” AP| developer

A (great!) real-world
production-ready
declarative definition of an
APl in JUST 143943 lines
of YAML that GitHub will

refuse to preview

v < >

= Q stripe / openapi

<> Code (©) Issues 14

P[] ¥ master +  openapi/openapi/ spec3.yaml (&

O
6

6 spec3.yaml

[E) spec3

[EJ github.com/stripe/openapi/blob/master/openapi/spec: @ =

i1 Pull requests

Q Type (/] to search

() Actions [ Projects (O Security |~ Insights

% stripe-openapi[bot] Update OpenAPI specification v/

Blame 5.13 MB

View raw

(Sorry about that, but we can’t show files that are this big right now.)

Q Go to file t

b2893a0 - last week @ History

M 142030
143931

I

$ref: '#/components/schemas/webhook_endpoint'
description: Successful response.

default:

content:
application/json:
schema:
$ref: '#/components/schemas/error'
description: Error response.

summary: Update a webhook endpoint

security:

- basicAuth: []
20PPey — bearerAuth: []

®rvers:
& - url:

'https://api.stripe.com/"'

Line:1 Col: 1 ()




The OpenAPI Journey: Final Episode

The “unless-there-is-tooling-l-will-switch-careers” AP| developer

00 4 spec3.yaml
B9 B spec3 & =0

A (great!) real-world
production-ready
declarative definition of an
APl in JUST 143943 lines

v < D \E\ github.com/stripe/openapi/blob/master/openapi/spec: @ =

Lo
= 0 stripe / openapi Q Type (/] to search + - O 10 %vi

<> Code (%) Issues 14 {9 Pullrequests () Actions [J Projects (O Security |~ Insights

. . (] ¥ master ~  openapi/openapi/ spec3.yaml (] Q Go to file t
of YAML that GitHub will
- &% stripe-openapi[bot] Update OpenAPI specification v/ b2893a0 - last week (1) History
refuse to preview
N Blame 5.13 MB raw |0 &) (2] -
k| View raw

(Sorry about that, but we can’t show files that are this big right now.)

*11 143930 $ref: '#/components/schemas/webhook_endpoint'
e 143931 description: Successful response.
W default:
N content:
application/json:
schema:
$ref: '#/components/schemas/error'

(At companies like Stripe, there cunmary: Undate a webhook endpeint

indeed seems to be proprietary TN g st €

bearerAuth: []

tooling for generating/managing this) ha [REO A pE—




>80% of this is JSON Schema

Either as re-usable components or inlined in path definitions

® O 6 spec3.yaml

ot B spec3 e

1]}
=

2

5] spec3 ) No Selection
Type: opbject
required: false
responses:
'200':
content:
application/json:
schema:
$ref: '#/components/schemas/webhook_endpoint'
description: Successful response.
default:
content:
application/json:
schema:
$ref: '#/components/schemas/error'
description: Error response.
summary: Update a webhook endpoint
security:
- basicAuth: []
- bearerAuth: []
servers:
143943 - url: 'https://api.stripe.com/"

& Line: 143943 Col: 27  (w)




>80% of this is JSON Schema

Either as re-usable components or inlined in path definitions

® O 6 spec3.yaml

ot B spec3 e

1]}
=

2

5] spec3 ) No Selection
Type: OpJect
required: false
responses:

200" : —y
content:
application/json:
schema:
$ref: '#/components/schemas/webhook_endpoint'
description: Successful response.
default: \
content:
application/json:
schema:
$ref: '#/components/schemas/error’ -

description: Error response.
summary: Update a webhook endpoint
security:
- basicAuth: []
- bearerAuth: []
servers:
143943 - url: 'https://api.stripe.com/"

& Line: 143943 Col: 27  (w)




TAKING IT ONE STEP FURTHER...

All of these specifications are

INn @ way wrappers around
JSON Schema

s7 OPENAPI B AsynCAPI

N JSON//

Schema
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All of these specifications are




If you want to iImprove your
AP| specifications...

7 OPENAPI () AsyncAPI V-Ort3




If you want to iImprove your
AP| specifications...

34‘.'3' OPENAPI AsyncAPI VOt

The best thing you can do is

Improve your JSON Schemas




The Most Common Pitfalls with JSON Schema

At least based on my consultancy experience!
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The Most Common Pitfalls with JSON Schema

At least based on my consultancy experience!

@ Defining entire ontologies of schemas within the API specification

@ Copy pasting schemas in various API specifications because there is
not a single place to reference them from

@ Schemas are not being unit tested at all
@ Schemas are plain invalid, using wrong keywords, etc

& Schemas are overly complicated from what they are supposed to match
(load practices, etc)

@ Relying on non-fully-compliant JSON Schema implementations




The JSON Schema first
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The JSON Schema first
approach to API specifications

TLDR; Just treat you schemas as code. You already know all of this!

lllllﬁﬂllillil [tl\!llﬁllfﬁll Ty | |71 S| oy, ﬁ"jl rmhn....



Surely you don’t write all your projects as single huge code files




Surely you don’t write all your projects as single huge code files

What about your OpenAPlIls?




The JSON Schema first approach: Step #1
Extract your JSON Schemas as individual files on a GitHub repo
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wrapper! GODE IN A SINGLE FILE




The JSON Schema first approach: Step #1
Extract your JSON Schemas as individual files on a GitHub repo

* Otherwise, its a lot harder to d thi
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GODE IN A SINGLE FILE

wrapper!

 And you can share the same schemas with
more than one API specification without

copy-pasting (yay!)




The JSON Schema first approach: Step #1

Extract your JSON Schemas as individual files on a GitHub repo

eoe® (]~

* Otherwise, its a lot harder to do everything
within the constraints of i.e. an OpenAPI

wrapper!

 And you can share the same schemas with
more than one API specification without

copy-pasting (yay!)

A “fundamental of getting your
schema house In order”

Kin Lane, the APl Evangelist

EVANGELIST

=/ apievangelist.com/2024/11/15/help-you-mana ge-v @ ¥ 2 ©) @ + O

Help You Manage Your JSON Schema via a
GitHub Repository

Written by Kin Lane
Nov 15, 2024

| am assembling a toolbox of API governance services for my customers based upon what I've been doing for

the last year, but also based upon the needs of folks | am talking to right now. One of these services is the

Here is where | am helping my customers get started —focused on the fundamentals of managing schema in

GitHub.




The JSON Schema first approach: Step #1
Extract your JSON Schemas as individual files on a GitHub repo

AsyncAPI

o000 [{] v (< ) github.com

= O asyncapi / spec-json-schemas

<> Code (©) Issues 6 {9 Pullrequests 6 G

Ol P master ~

spec-json-schemas / schen

‘ jonaslagoni fix: add separate messsage example obj|

Name

B ..

[ 1.0.0-without-$id.json

[ 1.0.0.json

[ 1.1.0-without-$id.json

[ 1.1.0.json

[ 1.2.0-without-$id.json

[ 1.2.0.json

[ 2.0.0-rc1-without-$id.json

[ 2.0.0-rcl.json

KrakenpD

O ® [[J v () github.com/krakend/krakend-schema @ g O ©) [ﬁ + NMA
= 0 krakend / krakend-schema O Tuma [7l4n cnnea b + Llaadllen | MR
0O ({[J] -+ (< ) github.com/nasa-gcn/gcn-schema/tree/main/gct )} @) S O, @ + O
<> Code () Issues {9 Pullrequests ()
= O nasa-gcn / gcn-schema Q Type (/] to search + ~ ORERY! :_'v‘*
krakend-schema pubiic
<> Code () Issues 11 {9 Pull requests 13 (» Actions [ Projects (@ Security |~ Insights
¥ main ~ ) 34 O Q Go tofil
- D ¥ main ~ gcn-schema / gcn / notices / core | (& Q Go to file t Add file ~
3 .. A . . .
& alombarte Merge pull request #54 fr ﬁ jracusin Back to development 95f42fe - last month %9 History
™ .github/workflows Upgrade
Name Last commit message Last commit date
W test Merge p
B v2.1 Fix seve
W spectral Back to development last month
m v2.2 Merge p
[ Additionalinfo.schema.json Back to development last month
 v23 Add con
[ Alert.schema.json Back to development last month
m v24 Add con
[ DateTime.schema.json Back to development last month
W v25 Add con
[ DetectorStatus.schema.json Back to development last month
W v2.6 Add con
[ Distance.schema.json Back to development last month
m v2.7 Commit

N -~ . e T T T



The JSON Schema first approach: Step #1
Extract your JSON Schemas as individual files on a GitHub repo

0O {J) v < @ wellshapedwords.com/posts/split-files-tc @ ¢ «) 2 © M + O

$ openapi split openapi.yaml --outDir unbundled/

| 2
There are various il

Great documentation for your

software project. Document: openapi.yaml is successfully split

EXI STI N G tO O I S -tO o and all related files are saved to the directory: unbundl
' Tech writing essentials
[ Other posts openapi.yaml: split processed in 134ms
‘ ‘ , , | About my work —_—
u n u n e a n p e n I About this site
e This tool is fast, even on very big files.

4. Explore the new contents of the bundled directory. There are

and extract its schemas me
as separate files

— openapi.yaml # The original file
L— unbundled # the unbundled directory
F— components # The re-usable schema
L— schemas
— closeoutDocument.yaml
F— coInvestigator.yaml
F— destination.yaml
F— file.yaml
F— libraryItem.yaml

https://wellshapedwords.com/posts/split-files-to-save-time/



https://wellshapedwords.com/posts/split-files-to-save-time/

The JSON Schema first approach: Step #2
Find a fully-compliant tool to work with JSON Schema




The JSON Schema first approach: Step #2
Find a fully-compliant tool to work with JSON Schema

Shameless plug:

You may enjoy my own CLI, as it was
specifically created with these use cases
mind

N

https://github.com/sourcemeta/jsonschema

github.com/sourcemetafjsonschema @

1
= O sourcemeta |/ jsonschema Q Type (/] to search + ~ ORERY! “=
<> Code (%) Issues 13 {9 Pull requests 2 ) Discussions (») Actions [ Projects () Security |~ Insights 83 Settings

jsonschema Public 7 Edit Pins ~ ® Unwatch 2 ~ % Fork 7 v Starred 65 v
¥ main ~ ¥ 2 Branches © 47 Tags Q Gotofile t +- <> Code ~ About g€
The CLI for working with JSON Schema.
S lviotti v43.2 v abb92bb - 5 days ago (1) 247 Commits Covers formatting, linting, testing,
bundling, and more for both local
W .github/workflows Test and release on Ubuntu 22.04 for greater GLI... last month development and CI/CD pipelines
assets Initial commit 6 months ago json schema  tools  cpp
2% bin Initial commit 6 months ago Json-schema tooling openap:
schemas json-schemas jsonschema
W cmake Make use of JSON Schema validation from the n... last month asyncapi schemastore
docs Add a —-trace option for validation-related com... 2 weeks ago 0 Readme
W src Extend ——trace to print out keyword location URI... 2 weeks ago 58 AGPL-3.0 license
& Code of conduct
] test Extend --trace to print out keyword location URI... 2 weeks ago
A~ Activity
vendor Fix crash when printing pattern errors on proper... 5 days ago (=) Custom properties
65 stars
[ .ackrc Initial commit 6 months ago w
® 2 watching
[ .editorconfig Initial commit 6 months ago % 7 forks
[ .gitattributes Enable Windows builds (#34) 6 months ago Report repository
[ .gitignore Initial commit 6 months ago

Releases 47
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The JSON Schema first approach: Step #2

Find a fully-compliant tool to work with JSON Schema

Shameless plug:

You may enjoy my own CLI, as it was
specifically created with these use cases In
mind

$ brew install sourcemeta/apps/jsonschema

https://github.com/sourcemeta/jsonschema

<{> Code

jsonschema ' Public

I.?

£, iviotti v432 v

0O O O O

github.com/sourcemetafjsonschema @

O sourcemeta |/ jsonschema

main ~

.github/workflows

assets

bin

cmake

docs

Src

test

vendor

.ackrc

.editorconfig

.gitattributes

.gitignore

() Issues

¥ 2 Branches 47 Tags

13 I9 Pullrequests 2 () Discussions (») Actions

7 Edit Pins ~

Q. Gotofile

abb92bb - 5 days ago

Test and release on Ubuntu 22.04 for greater GLI...

Initial commit

Initial commit

Make use of JSON Schema validation from the n...

Add a —-trace option for validation-related com...

Extend —--trace to print out keyword location URI...

Extend --trace to print out keyword location URI...

Fix crash when printing pattern errors on proper...

Initial commit

Initial commit

Enable Windows builds (#34)

Initial commit

] Projects

@ Security

& Unwatch 2

last month

6 months ago

6 months ago

last month

2 weeks ago

2 weeks ago

2 weeks ago

5 days ago

6 months ago

6 months ago

6 months ago

6 months ago

Q Type (/] to search

v

t =F <> Code ~

XY 247 Commits

|~ Insights 83 Settings

Y Fork 7 v Starred 65 v

About 1

The CLI for working with JSON Schema.
Covers formatting, linting, testing,
bundling, and more for both local
development and CI/CD pipelines

json schema tools cpp

json-schema tooling openapi

schemas json-schemas jsonschema

asyncapi schemastore

Readme

AGPL-3.0 license
Code of conduct
Activity

Custom properties
65 stars

2 watching

< O %N <+ 3 B

7 forks

Report repository

Releases 47
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The JSON Schema first approach: Step #2
Find a fully-compliant tool to work with JSON Schema

Ajv ION schema validagh

Security and ragbility for JavaScrip Dlications

Multi-standard

Avoid AJV-based tools! AJV is non-compliant!




The JSON Schema first approach: Step #2
Find a fully-compliant tool to work with JSON Schema

eee M - h + O

AV Ajv

< AV ajv.js.org @ ¢ 2

" YOX ) O ~ < @ bowtie.report/#/implementations/js-ajv @ <O 2 @ lﬁ + [E]

D< BOWTIE X% Bowtie v2024.11.4

Compliance

schema validator Home  Guide Reference

Security and ré

&rn more
Star

ON schema validas#

bility for JavaScrip Dlications

Draft 2019-09 82% Passing

Supported Dialects Badge
Write less code Super 1. secure Multi-standard
Draft 4 90% Passi
Ensure your data is valid Comp’’ dr s "as to Use JSON Type Definition Draft 4
once it is received op¥ .d JavaScrip e or JSON Schema .
Draft 6
> >
Draft 7

Draft 2019-09
Ajv spon

tnoz:/la

Draft 2020-12 Draft 2020-12 80% Passing

Avoid AJV-based tools! AJV is non-compliant!




The JSON Schema first approach: Step #2
Find a fully-compliant tool to work with JSON Schema

eoe [ -

AV Ajv

< AV ajv.js.org @ ¢ 2

" YOX ) O ~ < @ bowtie.report/#/implementations/js-ajv @ <O 2 @ lﬁ + [E]

D< BOWTIE X% Bowtie v2024.11.4

Compliance

schema validator Home  Guide Reference

Security and ré

ON schema validas#

bility for JavaScrip Dlications

Supported Dialects '

Badge
: . Failed Skipped Errored
Write less code Super 1. secure Multi-standard :
" Draft 4 90% Passi
Ensure your data is valid Compi’ Ars aas to Use JSON Type Definition Draft 4 X 49
once it is received op¥ .d JavaScrip e or JSON Schema o .
Drat 6 | 69
Draft 7
Draft 2019-00
Ajv spon
Draft 2020-12

tnoz:/la

Avoid AJV-based tools! AJV is non-compliant!

Because of it, many developers inadvertently create bad schemas




The JSON Schema first approach: Step #3
Check all schemas against their meta-schemas




The JSON Schema first approach: Step #3
Check all schemas against their meta-schemas

1his Is analogous to
checking If your code
actually compiles




The JSON Schema first approach: Step #3
Check all schemas against their meta-schemas

YOUICANTIHAVE{COMEILATIONIERRORS
IRYOUINEVER[COMBILE

1his Is analogous to
checking If your code
actually compiles




The JSON Schema first approach: Step #3
Check all schemas against their meta-schemas

{
"$schema": "https://json-schema.org/draftft/2020-12/schema",

"{tems": |
{ "type": "string" }
]
¥




The JSON Schema first approach: Step #3
Check all schemas against their meta-schemas

SeviebsqN-SCchema. org/draft/2020-12/schema",

The array variant of 1tems

N 2019-09 and before was
replaced by prefixItems




The JSON Schema first approach: Step #3
Check all schemas against their meta-schemas

XX The array variant of 1tems

{ N 2019-09 and before was
; whidoisaliN -SChema.org/draft/2020-12/schema”, rep‘aced by pr'e'F'LXI'temS

$ jsonschema metaschema --verbose schema. json
fail: schema. json
(2 S YA I 151 8 L5110~ A= B A K O & e - B 46 =
The value was expected to be of type object, or boolean but i1t was of type array

b Sir moh o e e _ou g = PP do =

The array value was expected to validate against the glven subschemas
at instance location "/items”

at evaluate path "/allOf/1/%$ref/properties/items/$dynamicRef/allOf"

The array value was expected to validate against the first subschema in scope that declared the dy
at instance location "/items"
at evaluate path "/allOf/1/$ref/properties/items/$dynamicRef"

The object value was expected to validate against the defined properties subschemas

at instance location
at evaluate path "/allOf/1l/$ref/properties”

The object value was expected to validate against the given subschemas
at instance location ""
at evaluate path "/allOf"




The JSON Schema first approach: Step #3
Check all schemas against their meta-schemas

XX The array variant of 1tems

{ N 2019-09 and before was
; whidoisaliN -SChema.org/draft/2020-12/schema”, rep‘aced by pr'e'F'LXI'temS

$ jsonschema metaschema --verbose schema. json
fail: schema. json
(2 S YA I 151 8 L5110~ A= B A K O & e - B 46 =
The value was expected to be of type object, or boolean but i1t was of type array

b Sir moh o e e _ou g = PP do =

The array value was expected to validate against the given subschemas
at instance location "/items”

at evaluate path "/all0f/1/$ref/properties/items/$dynamicRef/allOf"

The array value was expected to validate against the first subschema in scope that declared the dy
at instance location "/items"
at evaluate path "/allOf/1/$ref/properties/items/$dynamicRef"

The object value was expected to validate against the defined properties subschemas

at instance location
at evaluate path "/all0f/1/$ref/properties”

The object value was expected to validate against the given subschemas
at instance location ""
at evaluate path "/allOf"
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Configuring Rustfmt

Rustfmt is designed to be very configurable. You ca
in the project or any other parent directory and it will
a file, both your home directory and a directory calle
are checked as well.

A possible content of rustfmt.toml or .rustfmt.t

indent_style = "Block"
reorder_imports = false

Each configuration option is either stable or unstable
available on a nightly toolchain and must be opted in
rustfmt.toml or pass —--unstable-features to rus

Are you using any code formatters”?
, QO

| IKe pre

@ rust-lang.github.io/rustfmt/?version=v1.6.0&sear: @ ¢ &

(] v

-

.

Prettier stable

— prettier.io @

Playground Docs

< 2

Blog Q, Search

TRY IT ONLINE INSTALL PRETTIER

cl, TUS

-

-

r

ot

o

, ©

C

© h + ©

Donate GitHub

7% PRETTIER FOR ENTERPRISE




00O ([[J] v (< @ rust-lang.github.iofrustfmt/?version=v1.6.0&sear @ ¢ & © h + O

Configuring Rustfmt

© €] v — prettier.io @ <€) © " + O

Rustfmt is designed to be very configurable. You ca j Prettier stable Playground Docs Blog Q, Search Donate GitHub
in the project or any other parent directory and it willjs

a file, both your home directory and a directory calle
are checked as well.

7% PRETTIER FOR ENTERPRISE

A possible content of rustfmt.toml or .rustfmt.t O
5

indent_style = "Block"
reorder_imports = false

Each configuration option is either stable or unstable

Same for your JSON Schemas, right?

TRY IT ONLINE INSTALL PRETTIER

Are you using any code formatters”?
| ke prettl '

er, rustimt, gofmit, etc




The JSON Schema first approach: Step #4
Format your schemas for readability and unified styling

{ "$1d": "https://example.com/1s08601/vl.json",
"pattern": "7~(?!0000)\\d{4}$",
"type": "string",
"$schema" :"https://json-schema.org/draft/2020-12/schema",
"title": "ISO 8601 four-digit year (YYYY)" }




The JSON Schema first approach: Step #4
Format your schemas for readability and unified styling

{ "$1d": "https://example.com/1s08601/vl.json",
"pattern": "7~(?!0000)\\d{4}$",
"type": "string",
"$schema" :"https://json-schema.org/draft/2020-12/schema",
"title": "ISO 8601 four-digit year (YYYY)" }

$ jsonschema fmt schema. json
$ cat schema. json




The JSON Schema first approach: Step #4
Format your schemas for readability and unified styling

{ "$1d": "https://example.com/1s08601/vl.json",
"pattern": "7~(?!0000)\\d{4}$",
"type": "string",
"$schema" :"https://json-schema.org/draft/2020-12/schema",
"title": "ISO 8601 four-digit year (YYYY)" }

$ jsonschema fmt schema. json
$ cat schema. json

{
"$schema”: "https://json-schema.org/draft/2020-12/schema"”,

"$id": "https://example.com/is08601/v1.json",
‘title": "ISO 8601 four-digit year (YYYY)",
"type": "string”,

"pattern”: "~(?!0000)\\d{4}$




The JSON Schema first approach: Step #4
Format your schemas for readability and unified styling

{ "$1d": "https://example.com/1s08601/vl.json",

pattern”: "~(?!0000)\\d{4}$",
"type": "string",

"$schema" :"https://json-schema.org/draft/2020-12/schema",
"title": "ISO 8601 four-digit year (YYYY)" }

$ jsonschema fmt schema. json
$ cat schema. json

Dialect first, so we (

KNow how 1O read  seeswmesmmmmm= -‘-~ "$schema": "https://json-schema.org/draft/2020-12/schema",
'$1d”: "https://example.com/1so08601/v1.json",
the rest “title”: "ISO 8601 four-digit year (YYYY)",

"type": "string",
"pattern”: "~(?!0000)\\d{4}$



The JSON Schema first approach: Step #4
Format your schemas for readability and unified styling

{ "$1d": "https://example.com/1s08601/vl.json",

pattern”: "~(?!0000)\\d{4}$",
"type": "string",

"$schema" :"https://json-schema.org/draft/2020-12/schema",
"title": "ISO 8601 four-digit year (YYYY)" }

$ jsonschema fmt schema. json
$ cat schema. json

{
"$schema”: "https://json-schema.org/draft/2020-12/schema"”,

Schema-wide "$1d": "https://example.com/1s08601/v1.json",
NECEECE R U N fitlc' TS0 8601 four-digit year (YYYY)",

"type": "string",
"pattern”: "~(?!0000)\\d{4}$



The JSON Schema first approach: Step #4
Format your schemas for readability and unified styling

{ "$1d": "https://example.com/1s08601/vl.json",

pattern”: "~(?!0000)\\d{4}$",
"type": "string",

"$schema" :"https://json-schema.org/draft/2020-12/schema",
"title": "ISO 8601 four-digit year (YYYY)" }

$ jsonschema fmt schema. json
$ cat schema. json

{

'$schema”: "https://json-schema.org/draft/2020-12/schema”,
'$1d": "https://example.com/1s08601/vl. json",
| | "title": "ISO 8601 four-digit YYYY)"
Type information ‘title": "ISO 8601 four-digit year (YYYY)
type”: "string”,

firSt, If any "pattern”: "~(?!'0000)\\d{4}$



The JSON Schema first approach: Step #4
Format your schemas for readability and unified styling

{ "$1d": "https://example.com/1s08601/vl.json",

pattern”: "~(?!0000)\\d{4}$",
"type": "string",

"$schema" :"https://json-schema.org/draft/2020-12/schema",
"title": "ISO 8601 four-digit year (YYYY)" }

$ jsonschema fmt schema. json
$ cat schema. json

{

"$schema”: "https://json-schema.org/draft/2020-12/schema"”,
"$1d": "https://example.com/1s08601/v1l.json",

“title”: "ISO 8601 four-digit year (YYYY)",

"type": "string",

"pattern": "~ (?2!0000)\\d{4}$

Type-specific
constraints last
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00 [J v < ® eslint.org &

@« ESLint v8.x reached end-of-life on 2024-10-05 and is no longer maintained. Upgrade or consider long-term support options

@ ESLint Team Blog Docs Store  Playground

Find and fix problmes in
your JavaS ettt

var problmes: any

ESLint statically analyzes your code to g
most text editors and you can run ESLin
pipeline.

Latest Version

() npm init @eslint/config@latest
v9.15.0 on 15 Nov

Upcoming Version

Get Started Become a Sponsor v9.16.0 on 29 Nov

Development

Sponsored by:
HEAD on 20 Nov

AUTOMATTIC f~)  and more... .
Version Support

Are you using any code linters at work"
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@ ESLint Team Blog Docs Store  Playground

Find and fix problmes in
your JavaSdEsarert

var problmes: any

ESLint statically analyzes your code to g
most text editors and you can run ESLin
pipeline.

Latest Version

() npm init @eslint/config@latest
v9.15.0 on 15 Nov

Upcoming Version

Get Started Become a Sponsor v9.16.0 on 29 Nov

Development

Sponsored by:
HEAD on 20 Nov

AUTOMATTIC m‘> and more...
Version Support

Are you using any code linters at work"

You are linting your JSON Schemas too, right?




The JSON Schema first approach: Step #5
Lint your schemas to find issues early and avoid bad practices

{
"$schema”: "https://json-schema.org/draftt/2020-12/schema”,

"type": "string",
”Eﬂum“Z [ “fOO“, nbarn, ubazn ]

}




The JSON Schema first approach: Step #5
Lint your schemas to find issues early and avoid bad practices

-+ This constrain is doing nothing




The JSON Schema first approach: Step #5
Lint your schemas to find issues early and avoid bad practices

#» This constrain is doing nothing

$ iconcrhama 1lint cechomna 1cnn

Setting alongsidé 1S considered an anti-pattern, as the enumeration choices already imply thetir respective types (a2num_with_type)

aL SCilgiid wtuLddl Lol




The JSON Schema first approach: Step #5
Lint your schemas to find issues early and avoid bad practices

-+ This constrain is doing nothing

$ iconcrhama 1lint cechomna 1cnn

Setting alongsidé 1S considered an anti-pattern, as the enumeration choices already imply thetir respective types (a2num_with_type)

aL SCilgiid wtuLddl Lol

—or most rules, you can do: Jsonschema lint —fix schema. json




how do you like unit test?

Do you write automated tests for your code”?




how do you like unit test? = \ 7 _

L9

Cyanide and Happiness © Explosm.net

Do you write automated tests for your code”?

You are testing your JSON Schemas too, right?




The JSON Schema first approach: Step #6
Unit test your schemas to ensure they match what you intend

0O
{
"$Sschema": "https://json-schema.org/draft/2020-12/schema”,
"$id": "https://example.com/iso8601/v1.json",
"title": "ISO 8601 four-digit year (YYYY)",
"type": "string",

"pattern": "7 (2!10000)\\d{4}s"




The JSON Schema first approach: Step #6
Unit test your schemas to ensure they match what you intend

O

{

"pattern”: °

O
"Sschema": "https://json-schema. org/draft/ZOZO lZ/schen .
"sid": https //example.com/iso08601/v1.json", **
"title": "ISO 8601 four-digit year (YYYY)"
"type' : ”String”,

“(2!10000)\\d{4}s"

= as i

|

II: [

"https://example.com/1s08601/vl1. json",




The JSON Schema first approach: Step #6

Unit test your schemas to ensure they match what you intend

"$id": "https://example.com/iso8601/v1l.json",
"title": "ISO 8601 four-digit year (YYYY)",
"type": "string’,

"pattern": "7 (2!0000)\\d{4}s"

"$schema": "https://json-schema.org/draft/2020-12/schema”,

t": "https://example.com/1s08601/v1. json",

[I: [

"description":

ta”: "2024"

"Valid year",




The JSON Schema first approach: Step #6

Unit test your schemas to ensure they match what you intend

"$id": "https://example.com/iso8601/v1l.json",
"title": "ISO 8601 four-digit year (YYYY)",
"type": "string’,

"pattern": "7 (2!0000)\\d{4}s"

"$schema": "https://json-schema.org/draft/2020-12/schema”,

t": "https://example.com/1s08601/v1. json",
[I: [

"description":
"valid":

12024"

"description":
"valid":
R 0101010

)

"Valid year",

"Zero 1s not a valid year",




The JSON Schema first approach: Step #6

Unit test your schemas to ensure they match what you intend

"$id": "https://example.com/iso8601/v1l.json",
"title": "ISO 8601 four-digit year (YYYY)",
"type": "string’,

"pattern": "7 (2!0000)\\d{4}s"

"$schema": "https://json-schema.org/draft/2020-12/schema”,

t": "https://example.com/1s08601/v1. json",

[I: [

"description":
| Vda ] i_ O : . y
"data": "2024"

"description":
"valid":
"data": "0000"

"description":

"valid":

)

)

"Valid year",

"Zero 1s not a valid year",

"Non-string i1s invalid",




The JSON Schema first approach: Step #6
Unit test your schemas to ensure they match what you intend

get": "https://example.com/1s08601/v1. json",
"$Sschema": "https://json-schema.org/draft/2020-12/schema", "tests": |
"$id": "https://example.com/iso8601/v1.json",
‘title”: "ISO 8601 four-digit year (YYYY)", "description": "Valid year",
"type": "string’, PN "valid":

"pattern”: "7 (2!10000)\\d{4}s" *55: L e L ()

"description”: "Zero 1s not a valid year",
"valid":

"data": "0000"

)

$ jsonschema test --verbose test.jsoni --resolve schema. json e R |
Importing schema into the resolution CUNTEXT. STiiela. JSun H?i{L?UﬁH:“NmVGtrU@ ts invalid"”,
test.json: ‘data”:

1/3 PASS Valid year

2/3 PASS Zero 1s not a valid year

3/3 PASS Non-string is invalid

)




The JSON Schema first approach: Step #6
Unit test your schemas to ensure they match what you intend

0 "https://example.com/1s08601/vl.json",
"Sschema": "https://json-schema.org/draft/2020-12/schema”, "tests": |
"$id": "https://example.com/iso8601/v1l.json",
"title”: "ISO 8601 four-digit year (YYYY)", "description”: "Valid year",
"type": "string’, "valid":
"pattern”: "7 (2!10000)\\d{4}s" "data": "2024"

"description”: "Zero 1s not a valid year",
"valid":

1A =l =
‘. " data":

)

"0000"

¢ 1cnncrhomg toct __\vorhnco toct 1cnn ——rocnlyuo thomn 1cnn
Importlng schema into the resolutlon context: schema. json ﬂ?i{LfUﬂﬂz Non-string is invalid",

Ltest. Json. "data":
1/3 PASS Valid year
2/3 PASS Zero 1s not a valid year
3/3 PASS Non-string is invalid




The JSON Schema first approach: Step #6
Unit test your schemas to ensure they match what you intend

get": "https://example.com/1s08601/v1. json",
"$schema": "https://json-schema.org/draft/2020-12/schema", "tests": |
"$id": "https://example.com/iso8601/v1.json",
"title”: "ISO 8601 four-digit year (YYYY)", "description": "Valid year",
"type": "string’, "valid":

"pattern”: "7 (2!10000)\\d{4}s" "data": "2024"

"description”: "Zero 1s not a valid year",
"valid":

"data": "0000"

)

$ jsonschema test --verbose; test.json j--resolve schema. json e R |
Importing schema into the restiuacton context: schema. json H?i{L?UﬁH:”NmVStrU@ is invalid",
test.json: ‘data”:

1/3 PASS Valid year

2/3 PASS Zero 1s not a valid year

3/3 PASS Non-string is invalid

)




The JSON Schema first approach: Step #6
Unit test your schemas to ensure they match what you intend

get": "https://example.com/1s08601/v1. json",
"$schema": "https://json-schema.org/draft/2020-12/schema", "tests": |
"$id": "https://example.com/iso8601/v1.json",
"title’: "ISO 8601 four-digit year (YYYY)", "description": "Valid year",
"type": "string’, "valid": :
"pattern": "7 (2!0000)\\d{4}s$" "data”: "2024"

"description”: "Zero 1s not a valid year",

"valid":

T P [ S |
. . 'L-I dald %

)

) @@@@ ]

$ jsonschema test --verbose test.json --resolve schema. json
Importina schema into the resolution context: schema.json ey
test.json: el

1/3 PASS Valid year

2/3 PASS Zero 1s not a valid year

3/3 PASS Non-string is invalid

"description”: "Non-string i1s invalid",

)




The JSON Schema first approach: Step #6
Unit test your schemas to ensure they match what you intend

<> Code (%) Issues 28 {9 Pull requests 16 C)) Discussions (») Actions () Security |~ Insights
[ | | | |
LD F main ~ JSON-Schema-Test-Suite / tests / draft2020-12 / type.json (& Q Go tofile t rl | I I I I e r | S I, ’ te, ’ tlo , ’a//y
@ handrews Add $schema for all 2020-12 tests. 64793fe - 2 years ago V)
[ | [ | [ | [ |

Nspired by the official
Blame

1 [ i

2 { 1 | I | l I

3 "description": "integer type matches integers", e a e S I e

4 "schema": {

5 "$schema": "https://json-schema.org/draft/2020-12/schema",

6 "type": "integer"

7 3

8 "tests": [

9 {

10 "description": "an integer is an integer",

11 "data": 1,

12 "valid": true

13 '

14

15 "description": "a float with zero fractional part is an integer",

16 "data": 1.0,

17 "valid": true

18 '

19

20 "description": "a float is not an integer",

21 "data": 1.1,

22 "valid": false

23 '

24

25 "description": "a string is not an integer",

26 "data": "foo",

27 "valid": false

28 !
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Just like you would do with your code,
run all of this on CI/CD!




: JSON Schema CI

. ubuntu-latest

- .+ actions/checkout@v4

ame: Install the Sourcemeta JSON Schema CLI §

: sourcemeta/jsonschema@v4.3.2 ;
- : Check schemas against their metaschemas

: jsonschema metaschema --verbose schemas/

- : Check schemas are formatted
un: jsonschema fmt --check --verbose schemas/

- : Lint schemas
~un: jsonschema lint --verbose schemas/

- : Run test sutite
un: jsonschema test --verbose tests/ --resolve schemas

©

949
@

GitHub Actions

We provide an easy
GitHub Actions
iIntegration




: JSON Schema CI

ubuntu-latest
- .+ actions/checkout@v4

- : Install the Sourcemeta JSON Schema CLI
¢ sourcemeta/jsonschema@v4.3.2

: Check schemas against their metaschemas }

" g ame =~ Ay o : & Shn.
LB > TR S T o e AR - A peS=e = Sta—

- : Check schemas are formatted
un: jsonschema fmt --check --verbose schemas/

- : Lint schemas
~un: jsonschema lint --verbose schemas/

- : Run test suite
Ul jsonschema test --verbose tests/ --resolve schemas

: jsonschema metaschema --verbose schemas/ § | &

©

949
@

GitHub Actions

Make sure your
schemas “compile”




: JSON Schema CI

ubuntu-latest
- .+ actions/checkout@v4

- : Install the Sourcemeta JSON Schema CLI
¢ sourcemeta/jsonschema@v4.3.2

- : Check schemas against their metaschemas
~un: jsonschema metaschema --verbose schemas/

I - : Check schemas are formatted :

- : Lint schemas
~un: jsonschema lint --verbose schemas/

- : Run test suite

jsonschema test --verbose tests/ --resolve schemas

n: jsonschema fmt --check --verbose schemas/ § | &

©

949
@

GitHub Actions

Enforce a common
readable style




: JSON Schema CI

: ubuntu-latest
- .+ actions/checkout@v4

- : Install the Sourcemeta JSON Schema CLI
¢ sourcemeta/jsonschema@v4.3.2

- : Check schemas against their metaschemas
~un: jsonschema metaschema --verbose schemas/

- : Check schemas are formatted
un: jsonschema fmt --check --verbose schemas/

- : Lint schemas }
¢ run: jsonschema lint --verbose schemas/ |

G ans v = 4 \LARY —

- : Run test suite

jsonschema test --verbose tests/ --resolve schemas
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GitHub Actions

Catch obvious
Issues and avoid
bad practices




g amg-

: JSON Schema CI

: ubuntu-latest
: actions/checkout@v4

: Install the Sourcemeta JSON Schema CLI
: sourcemeta/jsonschema@v4.3.2

: Check schemas against their metaschemas

jsonschema metaschema --verbose schemas/

: Check schemas are formatted

jsonschema fmt --check --verbose schemas/

: Lint schemas
: jsonschema lint --verbose schemas/

— s = 2 2 —— S 2 2 Z. —
N T > B - PTONDY X 2 T P e e Y e o e = s e - =

: Run test suite h
: Jsonschema test --verbose tests/ --resolve schemas ]

J
< . _ _ . s a = . _ X - o _ = ; _ X . - o= N ~ )
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GitHub Actions

Make sure the
schemas actually
do what you intend




\
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Thanks a lot!

>-d JSON Schema CLI

https.//github.com/sourcemeta/jsonschema

github.com/sourcemetafjsonschema @

— O sourcemeta / jsonschema Q Type (/] to search + ~ GO n
<> Code () Issues 13 I9 Pullrequests 2 C)) Discussions  (») Actions Projects () Security |~ Insights 3 Settings
jsonschema Public 57 Edit Pins ~ ® Unwatch 2 ~ % Fork 7 v Starred 65 v

F main ~ ¥ 2 Branches 47 Tags Q Gotofile t -+ <> Code ~ About i3

;, jviotti v4.3.2 v a5b92bb - 5 days ago %) 247 Commits

.github/workflows Test and release on Ubuntu 22.04 for greater GLI... last month

The CLI for working with JSON Schema.
Covers formatting, linting, testing,
bundling, and more for both local
development and CI/CD pipelines



https://github.com/sourcemeta/jsonschema

